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JJIS1 OBYUAIOLHIUXCA AJ151 PASMEIIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOJOM MOJIOJIC’KH B UHTEPHETE CTAHOBUTHCS OOJIBINE, a IITKOJIb-
HUKH OJTHU M3 CaMbIX aKTHBHBIX TOJIb30BaTeNne PyHera. Mexmy TeM, MIOMUMO OT -
POMHOT'0 KOJTMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOIeMBbI. JTa aMsATKa
JIOJKHA TTIOMOYb Tebe 0€30ImacHO HaXOAUThCSI B CETH.

KoMIbroTepHBIE BUPYCHI

KoMITbIOTEpHBINT BUPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTpamM,
OTIIUYUTEIIBHON OCOOCHHOCTBIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTH K Pa3MHOXEHHUIO.
B nmonosHeHue K 3TOMY, BUPYCHI MOTYT TMOBPEIUTh WU TOJHOCTHIO YHHYTOXHUTH
Bce (pailyibl U JaHHBIC, TIOJIKOHTPOJIBHBIC TTOJ30BATEII0, OT HMEHH KOTOPOTO ObLiIa
3amyIlieHa 3apakCHHas NporpaMma, a TaKKe TMOBPEIUTh WM JTaKe YHHUYTOXKHUTH
OIEpPAIlMOHHYI0 CHCTEMY CO BceMH (haiijiaMu B 1IeJIoM. B OOJIBIIMHCTBE CiydacB
PacIpOCTPAHSIOTCS BUPYCHI Yepe3 HHTCPHET.

MeTo/1bl 3alTUThI OT BPEJOHOCHBIX ITPOTPaAMM:

1. Hcrnonp3yii COBPEMEHHBIC OIEpPAIlMOHHBIC CHUCTEMBbI, UMEIOIINE CEephe3-
HBI YPOBEHB 3aIUTH OT BPEIOHOCHBIX IMPOTPAMM;

2. TlocTossHHO ycTaHABIWBai MayTH (MHQPOBBIE 3aIIaTKH, KOTOPHIE aBTO-
MAaTHYECKU YCTAHABJIMBAIOTCS C IEIBIO JOPAOOTKH MPOTpaMMBbl) B JIpyrue 0OHOB-
JICHUSI CBOCH orepalMoHHONW cucteMbl. CkauynBali WX TOJIBKO C O(HIIMAIBHOTO
caiita paspadorunka OC. Ecnu cymiecTByeT pexuM aBTOMATHYECKOTO OOHOBIIE-
HUSI, BKIIFOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE IO IIPaBaMH MOJb30BATENs, a HE aJIMH-
HUCTpaATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HHCTAJLIN -
pPOBaThCs Ha TBOEM IEPCOHAIBHOM KOMITBIOTEPE;

4, crions3yld aHTUBUPYCHBIC MTPOTrPaMMHBIC MPOJYKTHI M3BECTHBIX IMPOH3-
BOJUTENEH, C aBTOMAaTHYECKUM OOHOBJIECHHUEM 0a3;

5. Orpannyb (HU3UYECKHUI TOCTYI K KOMIIBIOTEPY JJIsI TOCTOPOHHMX JIMII;

6. Ucnonp3yil BHEMIHWE HOCUTENN WH(GOPMAIUH, TaKue Kak (Quielka, AUCK
iy (aisl U3 MHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHUKOB;



/. He oTKpbIBaii KOMIBIOTEPHBIE (aiiiIbl, MONTYYEHHbIE U3 HEHAJAECKHBIX HC-
TOYHUKOB. Jlaxke Te (haiisbl, KOTOpPbIE MpHUCIaNl TBOM 3HAKOMBIN. Jlydlle yTouHu y
HEro0, OTIPABJIISLI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ nepeiayn JaHHBIX, HE TEXHOJIOTHS, & BCErO JIUIIb OPEHI,
Mapka. Eme B 1991 romy Huaepnanjackas KOMIIAHUS 3aperucTpupoBaiia OpeH[
"WECA", yto o603Hauano cioBocoyetanue "WirelessFidelity", koTopslil nepeBo-
JUTCS Kak "OecrpoBOIHAs TOUHOCTD'".

Jlo Haiero BpeMeHH JouuIa ipyras ab0peBuarypa, KoTopas sBISIeTCS] TaKON
e TexHosiorueit. 910 abOpesuarypa "WIi-Fi". Takoe Ha3zBaHue ObLIO TaHO C HAa-
MEKOM Ha CTaHJapT BbIclel 3ByKoBoW TexHuku Hi-Fi, uTo B mepeBoje o3Ha4aeT
"BBICOKast TOUHOCTB".

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsIX U adporopTax SBISIETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOrHe sKCmepThl CUUTAIOT,
gyT0 obmeaoctynubie Wi-Fi ceTu He sSBIsIOTCS 0€30MacHBIMHU.

CogeThl 110 Oe30MmacHOCTH PabOTHI B 001e10cTymHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto au4HYyI0 HHGOpMaInio yepe3 oobmeaoctynasie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MAapOJIU JOCTYIIA, JIOTUHBI U KaKHe-
TO HOMEPA;

2. Vicnonb3yit u 0OOHOBJISIH aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb Ce0sl OT 3aKaYyKy BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonv3oBanuu Wi-Fi otkmroun ¢ynkuuro "OO0mmit qoctym K daii-
nam u npuHtepam”. JlaHHas (QyHKIUS 3aKpbITa 10 YMOJYAHUIO, OJTHAKO HEKOTO-
phI€ TOJI30BATENId aKTUBUPYIOT €€ /I yI0OCTBa MCIOJIb30BaHUS B paboTe WIH
yueobe;

4. He ucnonw3yit nyonmuunsii WI-FI nns mepenauu JudHBIX JaHHBIX, Ha-
IpUMeEp AJIS BBIXOJa B COLMAJIBHBIE CETU WJIN B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonp3y#t TOJIbKO 3aluiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunbHOM Tenedone otkiaoun Gyukmuio "Iloakmouenne k Wi-Fi as-
tomatndecku'". He momyckail aBTOMaTH4YECKOTO TMOJKIIOUECHHUS YCTPONCTBA K ce-
M Wi-Fi 6e3 TBoero cornacusi.

CouunanbHbIE CETH

CormanbpHble CETH aKTUBHO BXOJST B HAIlYy KU3Hb, MHOTHE JIIOJIU Pa0OTaIOT
¥ JKUBYT TaM IMOCTOSIHHO, a B Facebook yxe 3apeructpupoBad MUILIAAp YEIOBEK,
YTO SIBJIAETCS OJHOW CEAbMOM BCEX KUTEJNEH IUIaHEThl. MHOTME MOIb30BaTENN HE
MOHUMAIOT, YTO MH(pOpMalMs, pa3MelleHHAas UMU B COLMAIbHBIX CETAX, MOMKET
OBITH HalZIeHa W WCTOJIh30BaHA KEM YTOJIHO, B TOM YHCJIE HE 00si3aTelpHO ¢ Oa-
TUMU HAMEPEHUSIMU.

OcCHOBHBIE COBETHI MO0 0€30MACHOCTH B COLIMAIbHBIX CETAX:

1. Orpaanub cnmcok Apy3ei. Y 1e0s B Apy3bsSX HE JOJKHO OBITh Clydai-
HBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuinai cBOX YacTHYIO KU3Hb. He ykaswiBail maposu, TenedoHsl, aape-
ca, JIaTy TBOErO POXKIEHUS U JIPYTyIO JIMUHYI0 UHPOPMALUIO. 3JI0yMBIIUICHHUKH
MOT'YT UCTOJIb30BaTh JJaXKe€ MHPOPMAIIMIO O TOM, KaK Thl U TBOU POAUTENH TIAHU -



pyeTe NPOBECTH KAHUKYJIBI;

3. 3amminail cBOW penyTanuio - JEpXKH €€ B YUCTOTE U 3ajaBail cebe BO-
Mpoc: XoTesl Obl Thl, YTOOBI APYTUE MOIH30BATEM BUACIH, YTO Thl 3arpy>Kaellb?
[Togymaii, mpex/ie 4eM 4TO-TO OMYyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIIIL C JIFOJbMU, KOTOPBIX HE 3HACIIb, HE UCIOIb3YH CBOE
peaspbHOE UMS U APYTYIO JUYHYI0 UHGOPMALUU: UMS, MECTO JKUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. N3berait pasmemienus: gotorpaduii B UuTepHere, riae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTH TBOE MECTOIOIOKECHHUE;

6. [Ipu peructpaiuu B COIMaIbLHON CETH HEOOXOAUMO HCIOIB30BaTh CIOXK-
HBIC TIAPOJIU, COCTOSIIINE U3 OYKB M IIU(P U ¢ KOJUYECTBOM 3HAKOB HE MEHEE &;

7. Jlna counanabHOM CeTH, MOYTHl U APYTUX CAWTOB HEOOXOJIMMO HCIOJIB30-
BaTh paszHble Mapoyik. Toraa eciu TeOs B3JIIOMAIOT, TO 3J0YMBIIIJICHHUKH TOJy4YaT
JOCTYT TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JEHbIU

DNEeKTPOHHBIE JEHBIU - 3TO OYCHb YJIOOHBIN CIOCO0 TUIaTeXel, 0JTHAKO Cy-
IIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTSAT MOJTYUYUTh 3TU JICHBTU.

DNEeKTPOHHBIE JICHBI'U MOSIBUIMCH COBCEM HEJIABHO U UMEHHO M3-32 ATOTO BO
MHOTHX I'OCYJIapCTBaX JI0 CUX MOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (DYHKITMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, TJIC
UX pa3leNiAloT Ha HECKOJbKO BUJOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO AaHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTH ONepaluu 6e3
UACHTU(PUKALUY TOTH30BaTENs, @ B HE aHOHMMHBIX HICHTHU(PUKALIUA MMOJIh30BaTe-
TS SIBJISIETCSL 00s13aTEIHHOM.

Taxxe cnegyer pa3nuyaTh dJIEKTPOHHBIE (UATHBIE JEHBI'H (PaBHBI TOCynap-
CTBEHHBIM BaJIIOTaM) W JJIEKTPOHHBbIC He(UATHBIE NEHBIU (HE PaBHBI TOCYAApCT-
BEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHON pabOTe C IMEKTPOHHBIMU JICHbIAMU:

1. [IpuBsku K cueTy MOOMIIBHBIN TenepoH. ITO caMblil yAOOHBIM U OBICT-
PBIi CITOCOO BOCCTAHOBUTH JIOCTYH K cueTy. [IpuBs3aHHbIi TeaedoH MOMOXKET, ec-
71 3a0yAelb CBOM TIATEXKHBIN MapoJib WK 3aliJIeNTh Ha CAUT C HE3HAKOMOTO yCT-
pPOMCTBA;

2. Vcionw3yit oqHopaszoBbie mapond. [locie mepexoma Ha YCUIICHHYIO aBTO-
puzanuio Tebe yxe He OyJeT yrpoKaTh OMACHOCTh KPAKH WIIA TepexXBaTa IIIaTexk -
HOT'O MapoJIs;

3. Breibepu cnoxnbiii mapons. [IpectymHukam Oymer HE TMPOCTO Yraaarh
CJIOKHBIN naposnb. HagexxHble maposiu - 3T0 napoju, KOTOpPbIE CoAepKaT HE MEHee
8 3HaKOB M BKJIIOYAIOT B C€0sl CTPOYHBIE U MPONUCHBIE OYKBbI, HU(PPBI U HECKOIb-
KO CHMBOJIOB, TaKHMe KaK 3HaK Joyuiapa, GyHTa, BOCKIMIATEIbHBINA 3HAK U T.1. Ha-
npumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JAHHBIE HA CallTaX, KOTOPBIM HE JI0BEPSICIIIb.

DJIEKTpOHHAs MTOYTa

DNEKTPOHHAs MOYTa - 3TO TEXHOJOTUS U MPEIOCTABISIEMbIE €10 YCIYyTU IO
MEPEChUIKE U MOJIYYEHUIO 3JIEKTPOHHBIX COOOIICHUM, KOTOPhIE paCIpENeItOTCs B
KOMIIbIOTepHOU ceTH. OOBIYHO 3JICKTPOHHBIM TMOYTOBBIN SIITUK BBITJISIUT Clie-



OYOIKUM 00pa3oM: MMs_IOJIb30BaTeIsI(@uMs_JoMeHa. Takxke Kpome mnepenayu
MIPOCTOT0 TEKCTa, UMEETCSI BOBMOXKHOCTh Mepe1aBaTh (Dailsibl.

OcHOBHBIE COBETHI MO 0€30MacHOM paboTe C MEKTPOHHON MOUTOM:

1. Hano BbIOpaTh mpaBUIIbHBIA MOYTOBBIM cepBHC. B HMHTEpHETE €cTh Or-
POMHBIN BBIOOp O€CIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlEe AOBEPATH TEM,
KOI'0 3Haellb U KTO IIEPBBIM B PEUTHUHIE;

2. He yka3piBail B IMYHOM MouTe JIMYHYIO0 HHPopManuo. Hanpumep, nyuine
BbIOpaTh "My3bIKanbHbIA_(haHaT@" umu "pok2013" BMecto "temall";

3. HMcnonp3yil NBYX3TamHyI0 aBTOPHU3aLMI0. DTO KOrJa MOMUMO HapoJs
HY>KHO BBOAUTH KOJI, MPUCHLIaeMblil mo SMS;

4. BoiGepu cliokHBIN Maposib. st KaXa0ro moyToBOTO SIIMKA JOKEH ObITh
CBOW HAJCKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecniu ectb BO3MOXXHOCTh HanucaThb caMOMY CBOM JIMYHBIA BOIPOC, HC-
NOJIb3YH ATy BO3MOKHOCTH;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBhIi 11 4acTHOM mepe-
IUCKU C aJipecaTaMu, KOTOPBIM ThI IOBEpsielIb. ITO AJIEKTPOHHBIN aJipec HEe HAA0
UCIIOJIb30BaTh MPHU PETUCTpanuu Ha (opyMax U canTax;

7. He oTkpbiBaii (ailyibl U Apyrue BIOKEHUSI B MHUCbMax, Ja)e €Cld OHU
OPUIUIM OT TBOMX JApy3el. Jlydille yTouHM y HMX, OTHPABISUIA JIU OHH TeOe ATH
(aiinbr;

8. Ilocne oxoHuaHus pabOThl HA IMOYTOBOM CEpPBUCE TMeEpell 3aKphITHEM
BKJIQJIKU C CATOM He 3a0y/]ib Ha)KaTh Ha "BeiiiTu".

KubepOymummHr miiu BUPTyallbHOE U3/€BATENHLCTBO

KubepOymumHr - npeciieioBanre COOOIICHUSIMHU, COAEPKAIIMMHU OCKOpOJIe-
HUSI, arpeccuio, 3alyruBaHue; XYJIUTaHCTBO; COIMAIbHOE OOMKOTHUPOBAaHHE C TO-
MOIIbIO PA3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pBKOE C KHOSPOYUTMHTOM:

1. He 6pocaiics B 60it. Jlyumuii crioco0: TOCOBETOBATHCS Kak ce0s BECTH H,
€CJIM HET TOro, K KOMY MOKHO OOpaTHTHCS, TO BHa4aJieé yCIOKOUThCA. Ecim Th
HaYHENIb OTBEYaTh OCKOPOJCHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO eIle OOoJbIlle pa-
30%KeIb KOH(JIUKT;

2. YTpaBisiii CBOeH KuOepperyTaiuei;

3. AHOHMUMHOCTH B ceTd MHHMMasg. CyIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM,;

4. He crowWTt BecTH XyJIWTaHCKHM o0pa3 BUPTyalbHOU >ku3HU. MHTepHET
dukcupyeT Bce TBOW JCHCTBUS M COXpAHSET MX. Y HaUTh UX OyneT KpaifHe 3a-
TPYJIHUTEIBHO;

5. Col6mroait CBOXO BUPTYATbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHn4yHBIN HeratuB. OQHOPA30BbIE OCKOPOUTEIBHBIE CO00-
IIEHUS JIydille UrHOpHpoBaTh. OOBIMHO arpeccwsi MpeKpariaeTcs Ha HadaIbHOU
CTaJuu;

/. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIIPAaBKH COOOIIEHUI C ompe-
JICJICHHBIX aJIPECOB;

8. Ecnu ToI cBUieTenb kubepOyiuHTa. TBOM NEWCTBHS: BHICTYIIUTH IPOTUB



npeciaeaoBaTes, MoKa3aTh €My, UTO €r0 JICUCTBUSI OLICHUBAIOTCA HETaTUBHO, MO/ -
JepKaTh JKEPTBY, KOTOPOM HYXHA MCHUXOJIOTMYECKAs] MOMOIIb, COOOIIUTH B3POC-
JBIM O (paKTE arpeCCUBHOTO MOBEJICHUS B CETH.

MoO6unbHbIM Tenedon

CoBpemeHHbIE cMapT(HOHBI U IUIAHIIETHI COAEPKAT B ce0€ BIOJHE B3POCIIbIN
(GyHKIMOHAJ, U TeNeph OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIO-
tepamu. OHAKO, CPEACTB 3aIUTHI ISl MOJOOHBIX YCTPONCTB MOKAa OYE€HBH MAJIO.
TecTupoBaHue U MOUCK ySI3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCHUBHO, KaK
st TIK, 1o e camoe kacaeTcs U MOOMIIbHBIX MPUIIOKEHUM.

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl YK€ MPaKTUYECKU JIOTHAIN HACTOJb-
HbIC aHAJIOTH, OJIHAKO pacIIMpeHue (PyHKIMOHaANa BIEYET 3a COOOM OOJIBIIYIO
CJIO’)KHOCTb U MEHBIITYIO 3alIUIIEHHOCTD.

Jlanexko He Bce MPOW3ZBOAMUTENM BBIMTYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIUE
KPUTHUUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MacCHOCTH MOOUILHOTO TeedoHa:

Huuero He sBisieTcst nmo-HacrosieMy OecruiaTHeIM. Bynb ocToposkeH, Belb
Korja te0e mpeaiaraloT 0ecryiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIC YCIYTH;

Hymaii, npexe uem otnpaButh SMS, poro unu Buaeo. Tl TOUHO 3HAEIID,
r7iec OHH OYyJyT B KOHEYHOM UTOTE?

Heo0xonumo 0GHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE POTPAMMBI J1J1sI MOOMJIBHBIX Telle()OHOB;

He 3arpyxait npuinoxeHusi OT HEM3BECTHOTO MCTOYHHMKA, BElb OHU MOTYT
coJiepKaTh BPEeIOHOCHOE MPOTrpaMMHOE 00eCIIeYeHHE;

[Tocne Toro Kak ThI BBIAJEHIH C CaliTa, T/I€ BBOAWI JIMYHYIO WH(DOpMaIuIo,
3aiiIM B HACTPOMKHU Opay3epa U yaaiu cookies;

[lepronuuecku mpoBepsid, KaKue MIIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpeE;

JlaBaii cBOWl HOMEp MOOWJIBHOTO Tele(OHA TOJIBKO JIOJSIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSIEIIIb;

Bluetooth momken ObITH BBIKIIFOUEH, KOTJa Thl UM HE Moib3yenibes. He 3a-
OBIBaif MHOT 1A IPOBEPSITH ITO.

Online urpsr

CoBpeMeHHbIE OHJIANH-UTPBI - ATO KPAaCOUYHBIE, 3aXBaThIBAIOILIUE Pa3Blieyue-
HUS, 00OBEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku ucciemyior
JAHHBIA UM MHUp, OOIIAIOTCA APYT C JIPYrOM, BBIMOJHSIOT 3aJaHUs, CPaKaAIOTCS C
MOHCTpaMU M TOJy4arOT OMBIT. 32 YJOBOJBCTBUE OHM IUIATST: MOKYNAIOT AUCK,
OIUIAYMBAIOT a0OHEMEHT WK MPUOOPETAIOT KAKHE-TO OIMIIHH.

Bce 311 cpencTBa uayT Ha MoAAEp:KaHUE U PA3BUTUE UTPHL, & TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3AINH, BBIITYCKAIOTCS HOBBIC
naTau (1u@POBBIC 3aTUTATKY JJIS POTPAMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOUT omacaTbCsi HE CTOJIBKO CBOUX COINEPHUKOB,
CKOJIBKO Kpa)XM TBOEro MapoJjsi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMU
OOJIBLIMHCTBA UT.

OCHOBHBIE COBETHI 110 OE30MaCHOCTU TBOETO UTPOBOT0 aKKAYHTA!



1. Eciu npyro# urpok BeaeT ce0s MI0X0 WU CO3/1aeT Te0e HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Ioxanyiicst aAMUHUCTPATOPAM UIPbI HA MJI0X0€ MOBEJEHUE ITOTO UT'PO-
Ka, JKeJaTeJIbHO MPUJI0KUTh KaKUe-TO 10Ka3aTeNbCTBA B BUJE CKPUHOB;

3. He yka3biBail nuunyto uHdpopmaiuio B npodaiisie urpsi;

4. YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBail HeopuManbHbIe MaT4Yu U MOJIBI;

6. Mcnonb3yii CJI0KHBIE U pa3HbIE MapoJIu;

/. Jlaxxe BO BpeMsl UTpbl HE CTOMT OTKJIIOYaTh aHTHBHUpYC. [loka Thl urpa-
€lllb, TBOM KOMITBIOTEP MOT'YT 3apa3HTh.

OUIIMHT WK KpaXka JIMYHBIX JaHHBIX

OObIYHOM Kpaxkel JeHer U JTOKYMEHTOB CEroJHsl y>K€ HUKOI'O HE YJIWBHIIIb,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOIUH 3JI0YMBIIUICHHUKH NEPEMECTHIINCh B MH-
TEPHET, U MPOJOJKAIOT 3aHUMAThHCA "MIOOUMBIM" 1€JIOM.

Tak mosBWIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJIaBHAS 1[€JIb KOTOPOTO COCTOUT B MOJYUYEHUH KOHPUACHIIMAIBHBIX JAHHBIX MOJb-
3oBaresiell - JoruHoB U mapoiei. Ha anrmmiickom s3eike phishing unTaercs kak
¢ummHr (ot fishing - peiOHas noBis, password - mapoJb).

OcHOBHBIE COBETHI 110 OOpBHOE ¢ HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl momo3peBaeliib, 4TO TBOSI aHKETa
OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnionw3yit 6e3onacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CHUCTEM;

3. Ucnonb3yil crnoxHbie W pasHbie mapoiu. Takum oOpazoMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIILICHHUKH MOJIY4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY IIPO-
¢buiro B ceTH, a HE KO BCEM;

4. Ecnu Tebst B3OMaI, TO HEOOXOUMO MPENyNpPeIuTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBbIE JI0OABJIEHBI Y TEOS B JPY3bAX, O TOM, UYTO TeOs B3JIOMAaJd M, BO3-
MOKHO, OT TBOETO MMEHHU OYAET pacChUIaThCS CIaM U CCHUIKA Ha (UIITMHTOBBIC
CaWTBhI;

5. Ycranosu HanexHbii mapoib (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTkiIroun coxpaHeHue napois B Opaysepe;

7. He otkpbiBaii (aityibl ¥ Ipyrue BIOKEHUS B MUChbMAaX, JaXe €CId OHU
IOPUILUIA OT TBOMX Jpy3eil. Jlydiie yTouHM y HHMX, OTIPaBISUIM JU OHHU TeOe 3Tu
(aiibl.

[udposas pemyrarus

[Mudpoas pemyTtanusi - 3TO HEraTUBHAsl WM MO3UTHBHAas MHGpOpMaus B
cetn o Tebe. Komnpomerupyromas nHpopmManus, pa3MelieHHas B UHTEpPHETE, MO-
KET Cepbe3HBIM 00pa30M OTPA3UTHCS HA TBOEH peanbHOM ku3HU. "ludpoas pe-
myTamus”" - 9TO TBOW UMUK, KOTOphI (Gopmupyercs mu3 nHpopmanuu o tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (DMHAHCOBOE MOJOKEHUE, OCOOCHHO-
CTH XapakTepa M paccKa3bl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCTKH JErKOMBICIEHHO OTHOCATCS K MyOJIMKAUU JJUYHOW MH-



dbopmanuu B MHTepHETe, HE MOHMMAas BO3MOXHBIX mocliencTBui. Tol gaxe He
CMOJKEIb J0rajgaThCsi O TOM, 4To (oTorpadus, pa3MelIeHHas S JeT Ha3al, cTaja
MIPUYMHOM OTKa3a MPUHATH TeOsI Ha padoTy.

KommenTtapuu, pazmenienue TBoux gotorpaduil U apyrue AeMcTBUS MOTYT
HE UCYE3HYTh JIayKe MOCJIe TOro, Kak Thl UX yAalullb. Thl HE 3HAEUIb, KTO COXpa-
HUJI 3Ty UHPOPMALIMIO, MoMajia JM OHa B MOMCKOBBIE CUCTEMBI U COXpPAaHUJIACH JIU
OHa, a TJAaBHOE: YTO MOAYMAIOT O TeOe OKpYy)Karollue JII0JU, KOTOpble HAWIYT U
yBUAAT 3T0. HaiiTn mHpOopMaLnio MHOTO JIET CITYCTsI CMOXKET JIF0OOH - Kak U3 100-
pBIX TOOYXIAEHUN, TaK U ¢ HAMEPEHHUEM MPUUYUHUTH Bped. ITO MOXKET ObITh KTO
YTOJIHO.

OcHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOI permyTalnu:

1. Ilogymaii, mpexkae 4em 4To-TO MyOJIMKOBATh U NEepeiaBaTh y ce0s B Osore
WIH B COLMATILHOM CETH;

2. B Hactpoiikax npoguisi yCTaHOBH OrpaHMYEHHUs HA MPOCMOTP TBOETO
PO IS U €ro COAEPKUMOTO, Ceail ero ToJIbKO "Ijs apy3ei';

3. He pa3memaii u He yka3biBail HH(OPMAIIMIO, KOTOpasi MOXKET KOT0-1100
OCKOPOJIATh WIJIK OOMKATb.

ABTOpPCKOE ITPaBo

CoBpeMeHHbIE IIKOJbHUKM - AKTUBHBIC IOJB30BATENH IMGPOBOro MPO-
cTpancTBa. OJHAKO J1aJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTUMHU BO3MOYKHO-
cTsMu U poBOro Mupa TpeOyeT coOII0IeHHs PaB Ha UHTEIIEKTYaIbHYI0 COOCT-
BEHHOCTb.

TepMmun "HHTENIEKTyaIbHASI COOCTBEHHOCTD" OTHOCUTCS K PA3IMYHBIM TBO-
PEHUSIM YEJIOBEYECKOTO yMa, HauMHas C HOBBIX M300pPETEHHI U 3HAKOB, 0003HA-
YaroMIMX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U 3aKaHUMBas KHUramu, (porto-
rpadusiMu, KUHOGUIBMAMU U MY3bIKATBHBIMHU MPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - ATO MpaBa HA HHTEIJIEKTYAIbHYI0 COOCTBEHHOCTb Ha
POU3BENICHHS HAYKH, JINTEPATYPbl U UCKyCcCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
Ka4yeCTBE rapaHTUH TOTO, YTO MHTEIIEKTYalIbHBII/TBOPUECKHUI TPyl aBTOpa HE Oy-
JIET HaMpacHbIM, JACT €My CIPaBEJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTa-
Tax CBOETO TPYJa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. Hukto 6e3 paspemieHus
aBTOpa HE MOXET BOCIPOU3BOJUTH €r0 MPOU3BEACHUE, PACTIPOCTPAHSTD, MTyOINY-
HO JIEMOHCTPHPOBATh, MPOJAaBaTh, UMIIOPTUPOBATH, MyCKaTh B MPOKAT, MyOIUIHO
UCIIOJIHATD, MOKA3bIBATH/UCTIONHATH B d(pupe unu pazmeniats B IHTepHETE.

Hcnonp3oBanue "muparckoro’ mporpaMMHOro 0OeCreueHHs] MOXKET MpUBeEC-
TH K MHOTHUM DPHCKaM: OT TOTEPH JAHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHU
TBOEr0 YCTPOWCTBA, I/Ie¢ YCTAaHOBJIEHA HeleraiabHas nmporpamma. He ctout Takke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTajdbHble W OECIIaTHBIE MPOrPAMMBI, KOTOPHIE
MOKHO HANTH B CETH.

O noprane

CeteBu4oK.pd - TBOI IJIaBHBIN COBETUHUK B CETHU. 371€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETU MOHATHBIM M JIOCTYIHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyallMu OOpaTUThCA 3a COBETOM. A TakKe IMPUHATH y4yacTHUE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM I'PpakIaHUHOM !
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